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e Walmart Announces Digital Price Labels for Every Store in the U.S. By the End of 2026 (2026/03/23 01:34)
Walmart is "rolling out digital price tags to replace the old paper ones," reports CNBC, planning to implement them in all U.S. stores by the end of
the year: Amanda Bailey, a team leader in electronics who works at a Walmart in West Chester, Ohio, estimates that the digital shelf labels —
known as DSLs — have cut the time she used to spend on pricing duties by 75%, time that has freed her up to help customers. She also said the
DSLs are a game-changer because Walmart's Spark delivery drivers looking for an item will see a flashing DSL so they can more easily find the
product... Sean Turner, chief technology officer of Swiftly, a retail technology and media platform serving the grocery industry, said that while it
makes sense that people are raising questions about dynamic pricing, the real issue is store-level efficiency. "Digital shelf labels solve some very
real operational headaches. They cut down on manual price changes, reduce checkout discrepancies, and make it easier to keep in-store and
digital promotions aligned," Turner said. All of that can mean fewer surprises at the register for shoppers and better-tailored promotions. "For
consumers, the biggest benefit is accuracy and consistency," Benedict said. "Shoppers want to know the price they see is the price they pay.
Digital labels can also make it easier for stores to mark down perishable items in real time, which can lower food waste and create savings
opportunities." A Walmart spokeswoman promised CNBC that "the price you see is the same for everyone in any given store." But the article also
notes that several U.S. states "are looking to ban dynamic pricing. Pennsylvania became one of the latest states to introduce a bill outlawing the
practice, following New York's Algorithmic Pricing Disclosure Act, which became law in November." And at the federal level, U.S. Senator Ben Ray
Lujan recently introduced the "Stop Price Gouging in Grocery Stores" act, which would ban digital labels in any grocery store over 10,000 square
feet, while Congresswoman Val Hoyle is sponsoring similar legislation in the House. "There needs to be laws and enforcement to protect
consumers," Hoyle tells CNBC, "and until then, I'd like to see them banned outright." CNBC adds that "While there is no reported use of digital
shelf labeling being tied to surge pricing yet," in Hoyle's view "it's only a matter of time." Read more of this story at Slashdot.

e Trapped! Inside a Self-Driving Car During an Anti-Robot Attack (2026/03/22 22:55)
A man crossing the street one San Francisco night spotted a self-driving car — and decided to confront its passenger, 37-year-old tech worker
Doug Fulop. The New York Times reports the man yelled that "he wanted to kill Fulop and the other two passengers for giving money to a robot."
A taxi driver would have simply driven away. But Fulop's vehicle had no driver — it was a self-driving Waymao... Self-driving cars are designed to
stop moving if a person is nearby. People can take advantage of that function to harass and threaten their passengers.... It was unsettling to be
trapped inside a Waymo during an attack, Fulop said. "If he had kept hammering on one window instead of alternating, I'm sure he would have
eventually broken through," he said. The attacker did not appear to be on drugs or otherwise impaired, but seemed to be overtaken by extreme
anger at the self-driving car, Fulop said. It did not seem safe to get out and run, he added, since the man was trying to open the locked doors and
said he wanted to kill the passengers. They called 911 and Waymo's support line, Fulop said. Waymo told them that it would not manually direct
the car away if someone was standing nearby, and that the passengers would be OK with the doors locked. The car's software does not allow
riders to jump into the driver's seat and take over during an incident. The attack lasted around six minutes. By then, bystanders had begun
cheering on the man, Fulop said. That distracted the man, who moved far enough away from the car that it could finally drive away... Fulop said
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he had stopped using Waymo for a time after the January attack and would avoid the service at night unless the company changed its policy of
not intervening when a hostile person threatened riders. "As passengers, we deserve more safety than that if someone is trying to attack us," he
said. "This can't be the policy to be trapped there." The article remembers other incidents — including a 2024 video showing three women
screaming as their autonomous taxi is spray-painted by vandals. And technology author/speaker Anders Sorman-Nilsson says in Los Angeles five
men on e-bikes surrounded his Waymo and forced it to stop. The author felt safe inside the vehicle, according to the times, which adds "He felt
reassured knowing that Waymo's many exterior cameras were recording the men. After around five minutes, he said, they gave up and rode
away." Read more of this story at Slashdot.

e Elon Musk Announces $20B 'Terafab' Chip Plant in Texas To Supply His Companies (2026/03/22 21:55)
"Billionaire Elon Musk has announced plans to build a $20 billion chip plant in Austin, Texas" reports a local news station: Musk announced on
Saturday night during a livestream on his social media platform X that the plant, called "Terafab," will be built near Tesla's campus and
gigafactory in eastern Travis County. The long-anticipated project is a joint venture between Musk-owned properties Tesla, SpaceX and xAl... The
Terafab plant is expected to begin production in 2027. Musk "has said the semiconductor industry is moving too slow to keep up with the supply
of chips he expects to need," writes Bloomberg — quoting Musk as saying "We either build the Terafab or we don't have the chips, and we need
the chips, so we build the Terafab." Musk detailed some specific plans, including producing chips that can support 100 to 200 gigawatts a year of
computing power on Earth, and chips that can support a terawatt in space, but gave no timelines for the facility or its output... The facility is
expected to make two types of chips, one of which will be optimized for edge and inference, primarily for his vehicle, robotaxi and Optimus
humanoid robots. The other will be a high-power chip, designed for space that could be used by SpaceX and xAl... Musk said he expects xAl to
use the vast majority of the chips. During the presentation, Musk also unveiled a speculative rendering of a future "mini" Al data center satellite,
one piece of a much larger satellite system that he wants SpaceX to build to do complex computing in space. In January, SpaceX requested a
license from the Federal Communications Commission to launch one million data center satellites into orbit around Earth. Musk said that the mini
satellite he revealed would have the capacity for 100 kilowatts of power. "We expect future satellites to probably go to the megawatt range,"
Musk said. Raising money to build and launch Al data centers in space is one of the driving forces behind SpaceX's planned IPO later this year.
SpaceX is expected to raise as much as $50 billion in a record-setting IPO this summer which could value it at more than $1.75 trillion,
Bloomberg News reported earlier. Read more of this story at Slashdot.

e Tech Leaders Support California Bill to Stop 'Dominant Platforms' From Blocking Competition (2026/03/22 20:34)
A new bill proposed in California "goes after big tech companies" writes Semafor. Supported by Y Combinator, Cory Doctorow , and the nonprofit
advocacy group Fight for the Future, it's called the "BASED" act — an acronym which stands for "Blocking Anticompetitive Self-preferencing by
Entrenched Dominant platforms." As announced by San Francisco state representative Scott Wiener, the bill "will restore competition to the
digital marketplace by prohibiting any digital platform with a market capitalization greater than $1 trillion and serving 100 million or more
monthly users in the U.S., from favoring their own products and services on the platforms they operate." More from Scott Wiener;s
announcement: For years, giant digital platforms like Apple, Amazon, Google, and Meta have used their immense power to promote their own
products and services while stifling competitors — a practice also known as self-preferencing. The result has been higher prices, diminished
service, and fewer options for consumers, and less innovation across the technology ecosystem. Self-preferencing also locks startups and mid-
sized companies out of the online marketplace unless they play by rules set by their competitors. As a new generation of Al-powered startups
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seeks to enter the marketplace, their success — and public access to the innovations they produce — depends on their ability to compete on an
even playing field. "Anticompetitive behavior is everywhere on the internet," said Senator Wiener, "from rigged search results, to manipulative
nudges boosting the 'house' product, to anti-discount policies that raise prices, to the dreaded green bubble that 'breaks' the group chat. When
the world's largest digital platforms rig the game to favor their own products and services, we all lose. By prohibiting these anticompetitive
practices, the BASED Act will protect competition online, empower consumers and startups, and promote innovations to improve all our lives."
The announcement includes a quote from Teri Olle, VP of the nonprofit Economic Security California Action, saying the act would "safeguard
merit-based market competition. This legislation stands for a simple principle: owning the stadium doesn't mean that you get to rig the game."
Some conduct prohibited by the proposed bill includes Manipulating the order of search results to favor a provider's products or services,
irrespective of a merit-based process, Using non-public data generated by third-party sellers — including sales volumes, pricing, and customer
behavior — to develop competing products that are subsequently boosted above the third-party sellers' product... And the announcement also
notes that "under the terms of the bill, providers could not prevent consumers from obtaining a portable copy of their own data or restrict
voluntary data sharing (by consumers) with third parties." Read on for reactions from DuckDuckGo, Proton, Yelp, Y Combinator, and Cory
Doctorow. Read more of this story at Slashdot.

e Why Apple Temporarily Blocked Popular Vibe Coding Apps (2026/03/22 19:19)
An anonymous reader shared this report from the tech-news blog Neowin: Apple appears to have temporarily prevented apps, including Replit
and Vibecode, from pushing new updates. Apple seems bothered by how apps like Replit present vibe-coded apps in a web view within the
original app. This process virtually allows the app to become something else. And the new app isn't distributed via the App Store, but it still runs
on the user's device... [S]uch apps would also bypass the App Store Review process that ensures that apps are safe to use and meet Apple's
design and performance standards... According to the publication (via MacRumors), Apple was close to approving pending updates for such apps
if they changed how they work. For instance, Replit would get the green light if its developers configure the app to open vibe-coded apps in an
external browser rather than the in-app web view. Vibecode is also close to being approved if it removes features, such as the ability to develop
apps specifically for the App Store. Read more of this story at Slashdot.

e William Shatner Celebrates 95th Birthday, Smokes Cigar, Revisits 'Rocket Man' and Tests X Money (2026/03/22 17:55)
It was 60 years ago when William Shatner — born in 1931 — portrayed Captain Kirk in the TV series Star Trek. Shatner turns 95 today — and
celebrated by posting a picture of himself smoking a cigar. "At 95, I'm still smokin'!" Shatner joked, adding that in life he'd learned two things.
"Never waste a good cigar. Never trust anyone who says you should 'act your age." For more celebrations, Paramount's free/ad-supported
streaming platform Pluto TV announced a "Trek TV takeover birthday celebration" that will run through April 3rd, according to TrekMovie.com,
with marathon of Star Trek movies and TV shows — and even that time he was roasted on Comedy Central. ("Freea’: My favorite price!" Shatner
quipped on X.com.) Shatner still remains a popular celebrity, even travelling to space five years ago on a Blue Origin flight past the Karman line.
Since then he's led a cruise to Antarctica — and even performed an alternate take of Captain Kirk's final scene on the Jimmy Fallon show. And
this week Shatner (along with hundreds of thousands attendees) appeared at Orlando's MegaCon — and shared stories about his life with Orlando
Weekly: Shatner: Last month, | was on board a cruise ship, and they said the only thing | had to do over the next three days, "before we let you
go home," is sing "Rocket Man." So | thought, "I'm not going to sing 'Rocket Man' the same way that what's-his-name did. ... So, | looked at the
song very carefully to see if | could find what actors call a throughline. What is the character singing? What is he singing about? And so | look
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through all of these weird lyrics, and all of a sudden, the word sticks out to me: "alone." So | say to the band members, "OK, let's make this song
about being alone in space." And | work on it with the band and the musicians, and again on a Saturday night, | perform the number, and 4,000
people stand up and applaud "Rocket Man." And they won't let me off the stage, again and again. Four times, | get a standing ovation, wild. And
that's the progression for me, of science fiction for me, as exemplified by this song. The song went from superficial to something of depth and
meaning... It touched people enough for them to stand up and applaud, and | realized that is the story of science fiction... Science fiction with all
its great technology has evolved into great storytelling that reaches people in a manner that is very difficult for other types of drama to do.
Shatner answered questions from Slashdot readers in 2002 ("My life is my statement...") and again in 2011. ("l used to try to assemble
computers way back when and they came out looking like a skateboard...") And judging by his X.com posts, Shatner is now involved in early
testing of the site's upcoming digital payment system X Money. Read more of this story at Slashdot.

e A CNN Producer Explores the 'Magic Al' Workout Mirror (2026/03/22 16:34)
CNN looks at "the Magic Al fitness mirror," a new product "watching you, and giving you feedback automatically," while sometimes playing
footage of a recorded personal trainer. Long-time Slashdot reader destinyland describes CNN's video report: CNN says the device "tracks form,
counts reps, and corrects technique in real-time — and it doesn't go easy on you." (Although the company's CEO/cofounder, Varun Bhanot, says
"we're not trying to completely replace personal trainers. What we are providing is a more accessible alternative.") CNN call the company "more
a computer-vision firm than a fitness company, building the tech for this mirror from the ground up." CEO Bhanot tells CNN he'd hired a personal
trainer in his 20s to get fit, but "Going through that journey, | realized how old-fashioned personal training was. Dumbbells were still dumb. There
was no data or augmentation for the whole process!" "The Al fitness and wellness market is already huge — and it's growing," CNN adds. "In
2025 the global market was worth $11 billion, according to [market research firm] Insightace Analytic. By 2035, this market is expected to reach
just shy of $58 billion. And Magic Al is far from alone. Form, Total, Speediance, and Echelon, to name a few, are all brands vying for a slice of this
market. Even the most purely physical of activities — exercising your body — now gets "enhanced" with Al accessories... Read more of this story
at Slashdot.

¢ Google Search Is Now Sometimes Using Al To Replace Headlines (2026/03/22 15:34)
"Google is beginning to replace news headlines in its search results with ones that are Al-generated," reports the Verge: After doing something
similar in its Google Discover news feed, it's starting to mess with headlines in the traditional "10 blue links," too. We've found multiple examples
where Google replaced headlines we wrote with ones we did not, sometimes changing their meaning in the process. For example, Google
reduced our headline "l used the 'cheat on everything' Al tool and it didn't help me cheat on anything" to just five words: "'Cheat on everything'
Al tool." It almost sounds like we're endorsing a product we do not recommend at all. What we are seeing is a "small" and "narrow" experiment,
one that's not yet approved for a fuller launch, Google spokespeople Jennifer Kutz, Mallory De Leon, and Ned Adriance tell The Verge. They would
not say how "small" that experiment actually is. Over the past few months, multiple Verge staffers have seen examples of headlines that we
never wrote appear in Google Search results — headlines that do not follow our editorial style, and without any indication that Google replaced
the words we chose. And Google says it's tweaking how other websites show up in search, too, not just news. The good news, for now, is that
these changed headlines seem to be few and far between, and they're not yet the kind of tripe we've seen in Google Discover. (For example,
Google Discover told me this week that the PlayStation Portal was getting a 1080p streaming mode, when it actually got a higher bitrate mode
instead.) Compared to that and other lying Google Discover headlines like "US reverses foreign drone ban" — on a story reporting the opposite —
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the nonsense headlines we're seeing in Google Search are downright tame. The article points out that Google "originally told us its Al headlines in
Google Discover were an experiment too. A month later, it told us those Al headlines are now a feature..." "Google confirmed that the test uses
generative Al, but claimed that 'if we were to actually launch something based on this experiment, it would not be using a generative model and
we would not be creating headlines with gen Al'..." Read more of this story at Slashdot.

e Amazon Plans to Test Four-Legged Robots on Wheels for Deliveries (2026/03/22 14:34)
CNBC reports: Amazon has acquired Rivr, a Swiss robotics company developing machines for "doorstep delivery," the company confirmed
Thursday... It announced the deal in a notice sent to third-party delivery contractors... "We believe this technology, when working alongside your
[delivery associates], has the potential to further improve safety outcomes and the overall customer experience, particularly in the last steps of
the delivery process...." In its notice to delivery service partner owners, Amazon said Rivr's technology, which includes a four-legged robot on
wheels, will allow it to research and test how the devices can be integrated into delivery operations, including "helping [delivery associates] carry
packages from delivery vehicles to customer doorsteps." Read more of this story at Slashdot.

e US Cable TV Industry Faces 'Dramatic Collapse' as Local Operators Shut Down - or Become ISPs (2026/03/22 11:34)
America's cable TV industry "is undergoing its most dramatic collapse in history," reports Cord Cutters News, "with operators large and small
waving the white flag on traditional TV service and pointing their customers toward streaming platforms instead." Just in 2025 Comcast lost 1.25
million pay-TV subscribers (ending the year with just 11.3 million), while Charter Spectrum also lost hundreds of thousands of customers each
quarter. But "for smaller regional operators, who lack the scale and diversified revenue streams of giants like Comcast, those kinds of losses are
simply unsurvivable," they write. And "the companies that once delivered hundreds of channels through coaxial cables are now either shutting
down entirely or reinventing themselves as internet providers." Pay-TV subscriptions have plummeted from nearly 90% of U.S. households in the
mid-2010s to roughly half by the end of 2025, resulting in billions in lost revenue and forcing many smaller operators to conclude that continuing
linear TV services is no longer viable... [This year over U.S. 50 cable TV companies — primarily smaller and midsize providers — are "expected to
cease operations entirely or shut down their television services," Cord Cutters News reported earlier.] YouTube TV's pricing is so competitive that
the platform is projected to have close to 12.6 million subscribers by the end of 2026, positioning it to become the largest paid TV distributor in
the United States. Exclusive content deals, such as YouTube TV's acquisition of NFL Sunday Ticket rights, have further eroded the value
proposition of traditional cable at every level of the market... As older cable subscribers age out of the market, there is no new generation of
customers waiting to replace them... [Cable TV] operators like WOW! are betting that their physical infrastructure — now increasingly upgraded
to fiber — is more valuable as an internet delivery system than as a cable TV platform. [WOW! serves customers across Michigan, Ohio, lllinois,
and Alabama — but is "phasing out its proprietary streaming live TV service and directing all customers toward YouTube TV," the article notes.]
Industry observers see this as part of a broader trend: operators shedding unprofitable video segments to focus on broadband, where returns and
network investments are prioritized. By the end of 2026, non-pay-TV households are expected to surge to 80.7 million, outnumbering traditional
pay-TV subscribers at 54.3 million — a milestone that would have seemed unthinkable just a decade ago. For the cable companies still standing,
the math is now inescapable: the era of the cable bundle is ending, and the only real question left is how gracefully each operator manages its
exit. Read more of this story at Slashdot.

e Meteor Rumbles Over Houston, as Six-Pound Fragment Crashes Into a Texas Home (2026/03/22 07:34)
"It is the talk of the town today — the loud boom, the flash of light in the sky experienced by a lot of folks across the Houston area this
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afternoon," says a local Texas newscaster. "And then there was this — a home in northwest Harris county hit by something that crashed through
their roof." Travelling at very high speed, the six-pound meteorite crashed through their roof and through their attic, crashing again through the
ceiling of the floor below. It then bounced off the floor, hit the ceiling again — and then fell onto the bed. CBS News reports: NASA said in a social
media post that the meteor became visible at 49 miles above Stagecoach, northwest of Houston, at 4:40 p.m. local time. The meteor moved
southeast at 35,000 miles per hour, breaking apart 29 miles above Bammel, just west of Cypress Station, NASA said. "The fragmentation of the
meteor — which weighed about a ton with a diameter of 3 feet — created a pressure wave that caused booms heard by some in the area," NASA
said in the post. Across the Houston area, residents described hearing a low, rumbling sound that many compared to thunder, even though the
skies were clear, according to CBS affiliate KHOU. Earlier this week, an asteroid weighing about 7 tons and traveling at 45,000 mph traveled over
multiple states. And last June, a bright meteor was seen across the southeastern U.S. and exploded over Georgia, creating similar booms heard
by residents in the area. Read more of this story at Slashdot.

e Tesla's Upcoming Electric Big Rig Is Already a Hit with Truckers (2026/03/22 04:34)
"After nearly a decade of delays and industry skepticism, Tesla's electric big rig is finally rolling out of Nevada's Gigafactory for mass production
starting summer 2026," writes Gadget Review. And some truckers who tested the vehicles already love them (as reported by the Wall Street
Journal): Dakota Shearer and Angel Rodriguez, among other pilot drivers, rave about the centered cab that eliminates blind spots during tight
maneuvers. The automatic transmission means no more wrestling with 13-gear diesels, reducing physical stress on long hauls. Most surprisingly,
the Semi maintains highway speeds on grades where diesel trucks typically crawl at 30 mph. The 500-mile range enables multiple daily round-
trips — think Long Beach to Vegas or Inland Empire runs — without range anxiety... Sure, the Semi costs under $300,000 — roughly double a
diesel equivalent — but the math gets interesting quickly. Energy costs drop to $0.17 per mile compared to $0.50-0.70 for diesel fuel.
Maintenance requirements shrink dramatically; one fleet reports needing just one mechanic for their electric trucks versus five for 40 diesels...
Tesla offers Standard Range (325 miles) and Long Range (500 miles) versions, both handling 82,000-pound gross combined weight at 1.7 kWh
per mile efficiency. The tri-motor setup delivers 800 kW — over 1,000 horsepower equivalent — enabling loaded 0-60 mph acceleration in 20
seconds versus 45-60 for diesel. Fast charging hits 60% capacity in 30 minutes [which Tesla says is 4x faster than other battery-electric trucks]
using the new MCS 3.2 standard, while 25 kW ePTO power runs refrigerated trailers without diesel auxiliaries. Charging networks remain the
biggest hurdle for widespread adoption. Public charging stations lack the Semi's massive power requirements, limiting long-haul routes. Tesla
plans dedicated fast-charging corridors starting this summer, but coverage remains spotty. The lack of sleeper cabs also restricts the Semi to
regional freight rather than cross-country hauling. Production scales to 5,000-15,000 units by 2026, then 50,000 annually — assuming charging
infrastructure keeps pace with demand. Thanks to long-time Slashdot reader schwitl for sharing the article. Read more of this story at Slashdot.

e Trivy Supply Chain Attack Spreads, Triggers Self-Spreading CanisterWorm Across 47 npm Packages (2026/03/22 00:42)
"We have removed all malicious artifacts from the affected registries and channels," Trivy maintainer Itay Shakury posted today, noting that all
the latest Trivy releases "now point to a safe version." But "On March 19, we observed that a threat actor used a compromised credential..." And
today The Hacker News reported the same attackers are now "suspected to be conducting follow-on attacks that have led to the compromise of a
large number of npm packages..." (The attackers apparently leveraged a postinstall hook "to execute a loader, which then drops a Python
backdoor that's responsible for contacting the ICP canister dead drop to retrieve a URL pointing to the next-stage payload.") The development
marks the first publicly documented abuse of an ICP canister for the explicit purpose of fetching the command-and-control (C2) server, Aikido
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Security researcher Charlie Eriksen said... Persistence is established by means of a systemd user service, which is configured to automatically
start the Python backdoor after a 5-second delay if it gets terminated for some reason by using the "Restart=always" directive. The systemd
service masquerades as PostgreSQL tooling ("pgmon") in an attempt to fly under the radar... In tandem, the packages come with a "deploy.js" file
that the attacker runs manually to spread the malicious payload to every package a stolen npm token provides access to in a programmatic
fashion. The worm, assessed to be vibe-coded using an Al tool, makes no attempt to conceal its functionality. "This isn't triggered by npm install,"
Aikido said. "It's a standalone tool the attacker runs with stolen tokens to maximize blast radius." To make matters worse, a subsequent iteration
of CanisterWorm detected in "@teale.io/eslint-config" versions 1.8.11 and 1.8.12 has been found to self-propagate on its own without the need
for manual intervention... [Aikido Security researcher Charlie Eriksen said] "Every developer or Cl pipeline that installs this package and has an
npm token accessible becomes an unwitting propagation vector. Their packages get infected, their downstream users install those, and if any of
them have tokens, the cycle repeats." So far affected packages include 28 in the @EmilGroup scope and 16 packages in the @opengov scope,
according to the article, blaming the attack on "a cloud-focused cybercriminal operation known as TeamPCP." Ars Technica explains that Trivy
had "inadvertently hardcoded authentication secrets in pipelines for developing and deploying software updates," leading to a situation where
attacks "compromised virtually all versions" of the widely used Trivy vulnerability scanner: Trivy maintainer Itay Shakury confirmed the
compromise on Friday, following rumors and a thread, since deleted by the attackers, discussing the incident. The attack began in the early
hours of Thursday. When it was done, the threat actor had used stolen credentials to force-push all but one of the trivy-action tags and seven
setup-trivy tags to use malicious dependencies... "If you suspect you were running a compromised version, treat all pipeline secrets as
compromised and rotate immediately," Shakury wrote. Security firms Socket and Wiz said that the malware, triggered in 75 compromised trivy-
action tags, causes custom malware to thoroughly scour development pipelines, including developer machines, for GitHub tokens, cloud
credentials, SSH keys, Kubernetes tokens, and whatever other secrets may live there. Once found, the malware encrypts the data and sends it to
an attacker-controlled server. The end result, Socket said, is that any CI/CD pipeline using software that references compromised version tags
executes code as soon as the Trivy scan is run... "In our initial analysis the malicious code exfiltrates secrets with a primary and backup
mechanism. If it detects it is on a developer machine it additionally writes a base64 encoded python dropper for persistence...." Although the
mass compromise began Thursday, it stems from a separate compromise last month of the Aqua Trivy VS Code extension for the Trivy scanner,
Shakury said. In the incident, the attackers compromised a credential with write access to the Trivy GitHub account. Shakury said maintainers
rotated tokens and other secrets in response, but the process wasn't fully "atomic," meaning it didn't thoroughly remove credential artifacts such
as APl keys, certificates, and passwords to ensure they couldn't be used maliciously. "This [failure] allowed the threat actor to perform
authenticated operations, including force-updating tags, without needing to exploit GitHub itself," Socket researchers wrote. Pushing to a branch
or creating a new release would've appeared in the commit history and trigger notifications, Socket pointed out, so "Instead, the attacker force-
pushed 75 existing version tags to point to new malicious commits." (Trivy's maintainer says "we've also enabled immutable releases since the
last breach.") Ars Technica notes Trivy's vulnerability scanner has 33,200 stars on GitHub, so "the potential fallout could be severe." Read more
of this story at Slashdot.

e EFF Tells Publishers: Blocking the Internet Archive Won't Stop Al, But It Will Erase The Historical Record (2026/03/21 22:38)
"Imagine a newspaper publisher announcing it will no longer allow libraries to keep copies of its paper," writes EFF senior policy analyst Joe
Mullin. "That's effectively what's begun happening online in the last few months." The Internet Archive — the world's largest digital library — has
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preserved newspapers since it went online in the mid-1990s... But in recent months The New York Times began blocking the Archive from
crawling its website, using technical measures that go beyond the web's traditional robots.txt rules. That risks cutting off a record that historians
and journalists have relied on for decades. Other newspapers, including The Guardian, seem to be following suit... The Times says the move is
driven by concerns about Al companies scraping news content. Publishers seek control over how their work is used, and several — including the
Times — are now suing Al companies over whether training models on copyrighted material violates the law. There's a strong case that such
training is fair use. Whatever the outcome of those lawsuits, blocking nonprofit archivists is the wrong response. Organizations like the Internet
Archive are not building commercial Al systems. They are preserving a record of our history. Turning off that preservation in an effort to control
Al access could essentially torch decades of historical documentation over a fight that libraries like the Archive didn't start, and didn't ask for. If
publishers shut the Archive out, they aren't just limiting bots. They're erasing the historical record... Even if courts place limits on Al training, the
law protecting search and web archiving is already well established... There are real disputes over Al training that must be resolved in courts. But
sacrificing the public record to fight those battles would be a profound, and possibly irreversible, mistake. Read more of this story at Slashdot.
 Millions Face Mobile Internet Outages in Moscow. 'Digital Crackdown' Feared (2026/03/21 21:38)
13 million people live in Moscow, reports CNN. But since early March the city "has experienced internet and mobile service outages on a level
previously unseen." (Though Wi-Fi access to the internet is still available...) Russian social media "is flooded with jokes and memes about sending
letters by carrier pigeons or using smartphones as ping-pong paddles..." [Moscow residents] complain they cannot navigate around the center or
use their favorite mobile apps. The interruptions appear to have had a knock-on effect of making it more difficult to make voice calls or send an
SMS. Some are panic-buying walkie-talkies, paper maps, and even pagers. The latest shutdown builds on similar efforts around the country. For
months, mobile internet service interruptions have hit Russia's regions, particularly in provinces bordering Ukraine, which has staged incursions
and launched strikes inside Russian territory to counter Russia's full-scale invasion. Some regions have reported not having any mobile internet
since summer. But the most recent outages have hit the country's main centers of wealth and power: Moscow and Russia's second city, St.
Petersburg. Public officials claim the blackout of mobile internet service in the capital and other regions is part of a security effort to counter
"increasingly sophisticated methods" of Ukrainian attack... Speculation centers on whether the authorities are testing their ability to clamp down
on public protest in the case there's an effort to reintroduce unpopular mobilization measures to find fresh manpower for the war in Ukraine;
whether mobile internet outages may precede a more sweeping digital blackout; or if the new restrictions reflect an atmosphere of heightened
fear and paranoia inside the Kremlin as it watches US-led regime- change efforts unfold against Russian allies such as Venezuela and Iran... On
Wednesday, Russian mobile providers sent notifications that there would be "temporary restrictions" on mobile internet in parts of Moscow for
security reasons, Russian state news agency RIA-Novosti reported. The measures will last "for as long as additional measures are needed to
ensure the safety of our citizens," Kremlin spokesman Dmitry Peskov said on March 11... As well as banning many social media platforms, Russia
blocks calling features on messenger apps such as WhatsApp and Telegram. Roskomnadzor, the country's communications regulator, has
introduced a "white list" of approved apps... Russia has also tested what it calls the "sovereign internet," a network that is effectively firewalled
from the rest of the world. The disruptions are fueling broader concerns about tightening state control. In parallel with the internet shutdown, the
Kremlin has also been pushing to impose a state-controlled messaging app called Max as the country's main portal for state services, payments
and everyday communication. There has been speculation the Kremlin may be planning to ban Telegram, Russia's most widely used messaging
app, entirely. Roskomnadzor said that it was restricting Telegram for allegedly failing to comply with Russian laws. "Russia has opened a criminal
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case against me for 'aiding terrorism," Telegram's Russian-born founder Pavel Durov said on X last month. "Each day, the authorities fabricate
new pretexts to restrict Russians' access to Telegram as they seek to suppress the right to privacy and free speech...." The article includes this
quote from Mikhail Klimarev, head of the Internet Protection Society and an expert on Russian internet freedom. "In any situation when they (the
authorities) perceive some kind of danger for themselves and accept the belief that the internet is dangerous for them, even if it may not be true,
they will shut it down," he said. "Just like in Iran." Read more of this story at Slashdot.
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